
University Libraries, RASP, 
and Security

Information Services presents…



Today

• 9:00am – 9:20 am
• Introduction and Overview of Office of Research Compliance/NIH regulations for Clinical Trials/Research involving 

Protected Health Information – Paulette Washko

• 9:20am – 9:35am
• Overview of the revised Common Rule – Kevin McCreary

• 9:35am – 9:50am
• Research and the Family Educational Rights and Privacy Act (FERPA) – Gail Rebeta

• 9:50am – 10:05am
• Research and Title IX – Bonita Prewitt

• 10:05am – 11:20am
• Securing your Research Data – Brendan Walsh

• 11:20am – 12:00pm
• Intellectual Property – Steve Roberts, and Karen MacDonald



Introductions

Coleen Santee
Deputy CIO, Information Services

Kara Robinson
Interim Assistant Dean, University Libraries

Brendan Walsh
Manager, Security & Access Management



Office of Research Compliance 
Overview and Regulatory 

Changes

Paulette Washko



What we do and how it impacts your 
research…

• Facilitate review and approval for research involving human subjects and/or vertebrate 
animals.

• Develop and maintain programs and institutional policies applicable to research involving 
human subjects and animals.

• Interpret and apply federal, state and local regulations and laws to the Human Subjects 
Protection Program (HSPP) and Animal Care and Use Program.

• Communicate with federal regulating agencies and accrediting organizations. 

Office of 
Research 

Compliance
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animals



Committees that we facilitate…
Institutional Review 
Boards (IRBs)
• Meetings held every 

other week. 
• Kent Campus – Two, 

12 member 
committees constituted 
of faculty and staff

• College of Podiatric 
Medicine – 5 
members, meets as 
needed. 

• Chair – Doug 
Delahanty

Institutional Animal Care and 
Use Committee (IACUC)
• 12 member committee 

constituted of faculty and 
staff

• Monthly meetings
• Chair – Doug Kline
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We can help you find the proper 
resources…

During the review 
of research, we 
frequently identify 
matters that other 
units/committees 
on campus may 
need to 
review/approve, 
and we try to 
provide you with 
information.  
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What we can always count on…



Changes in Human Subject Protection 
Regulations and how they may impact your 
research…

• National Institutes of Health (NIH) – Definition of Clinical Research 
and other reforms

• Upcoming revisions to the Office of Human Research Protections “The 
Common Rule” 



NIH Reforms and Initiatives…

All Research Involving Human Subjects

ü Broadened definition of clinical 
research

ü Use of a single IRB for multi-site 
studies

ü Certificates of confidentiality issued 
automatically for all research that 
uses “identifiable, sensitive 
information

For Research that meets the definition of 
clinical trial:

ü Training required in Good Clinical 
Practice

ü Clinical trial-specific Funding 
Opportunity Announcements (FOAs)

ü Registration and results reporting in 
ClinicalTrials.gov



How NIH defines Clinical Trials….

A research study in which one or more human subjects 
are prospectively assigned to one or 
more interventions (which may include placebo or other 
control) to evaluate the effects of those interventions 
on health-related biomedical or behavioral outcomes.



Questions that provide clarification….

Does the research...

Involve one or more human subjects?

Prospectively assign human subject(s) to interventions?

Evaluate the effect of the intervention(s) on the human subjects?

Have a health-related biomedical or behavioral outcome?

If “yes” to ALL of the above questions, your study is considered a clinical trial

Online tool available from the Research Compliance website

https://kent.qualtrics.com/jfe/form/SV_agHtKJDygRak2xL


Your study meets the definition of a clinical 
trial even if:

• You are studying healthy participants
• Your study does not have a comparison group (e.g., placebo or control)
• Your study is using a behavioral intervention



Studies that are not considered clinical 
trials:

• Studies intended to solely refine measures 
• Studies involving secondary research with biological specimens or health 

information



Correctly identifying whether your study is 
considered by NIH to be a clinical trial is 
important to how you will :

• Select the right NIH funding opportunity announcement for your research.
• Write the research strategy and human subjects sections of your grant 

application and proposal.
• Comply with the appropriate policies and regulations, including registration and 

reporting in ClinicalTrials.gov.



Why is this new definition of a clinical trail 
is important to you ….

The International Committee of Medical Journal Editors (ICMJE) requires and 
recommends that all medical journal editors require registration of clinical trails in a 
public trials registry at or before the time of first participant enrollment as a condition 
for consideration for publication. 

Grant applications planning a clinical trial that are submitted to a non-
clinical trial FOA will be returned without review. 



Case Study
A study involves the recruitment of research individuals to 
receive a behavioral intervention for sedentary behavior.  
One of the aims of the study is to measure the effect of the 
intervention on hypothesized mediators of behavior change.

Does the study involve human participants? 

Are the participants prospectively assigned to an intervention? Yes, the participants are 
assigned to receive a behavioral intervention. 

Is the study designed to evaluate the effect of the intervention on participants? Yes, the study 
is designed to evaluate the effect of the intervention on mediators of behavior change. 

Is the effect being evaluated a health-related biomedical or behavioral outcome? Yes, the 
effect being evaluated (mediators of behavior change) are behavioral outcomes relevant to 
health.

Result: The study is a clinical trial



Standard Operating Procedures for Clinical 
Research

Available from the Office of Compliance Website

Required for Clinical Research

Can be modified and extrapolated to meet the needs of your specific project

https://www.kent.edu/research/office-research-compliance/clinical-research-standard-operating-procedures


Health Insurance Portability and Accountability Act (HIPAA)



Research involving the Use or Disclosure 
of Protected Health Information (PHI)

PHI - Individually identifiable health information held or transmitted by a covered entity or its 
business associates, in any form or media, whether electronic, paper, or oral. Examples 
include patient test results, billing information for medical services rendered, identifiable 
health information about subjects of clinical research gathered by a researcher who is a 
covered entity or business associate of a covered entity

Covered Entity – typically a health plan, a health care clearinghouse, or a health care provider 
who transmits health information in electronic format in connection with a transaction for 
which Health and Human Services has adopted a standard. Covered entities can be 
institutions, organizations or persons.  

…is subject to the Health Insurance Portability and Accountability Act (HIPAA)



HIPAA Privacy Rule affects research and 
researchers when:

Research requires access to and/or use of PHI that is created or 
maintained by an external covered entity (Summa, Cleveland Clinic).

A covered entity component of KSU (College of Podiatric Medicine, 
University Health Services, Speech and Hearing Clinic, Human Resources 
Benefit plans) performs research that creates or generates PHI.



Research and HIPAA:

Under the Privacy Rule, researchers can use or disclose PHI under the 
following provisions:

• With written authorization by individuals
• With an approved waiver of authorization from an 

IRB
• Without authorization or waiver in certain limited 

circumstances (preparatory to research, research 
on PHI of Decedents, and Limited Data Sets with a 
Data Use Agreement)



HIPAA Privacy Rule and Research

In general, all research involving human subjects and the access, use 
and/or disclosure of PHI must be reviewed in advance by the KSU IRB and 
the HIPAA Privacy Officer for the University (chawke@kent.edu).

Data that collected for research and that is subject to HIPAA regulations 
may need to be stored on HIPAA compliant servers. Contact the HIPAA 
Security Officer, Brendan Walsh (bmwalsh@kent.edu).



Revised Federal Regulations for 
Human Subjects Protections

Kevin McCreary



January
2017

• Final revised common rule 
issued by DHHS

• Implementation date January 
2018

• Goal is to improve protections 
and decrease burden



January
2017

• New and revised 
business processes

• New Forms
• New approval 

letters
• Guidance materials

2017

• Final revised common rule 
issued by DHHS

• Implementation date January 
2018

• Goal is to improve protections 
and decrease burden



January
2017

• Final revised common rule 
issued by DHHS

• Implementation date January 
2018

• Goal is to improve protections 
and decrease burden

• New and revised 
business processes

• New Forms
• New approval 

letters
• Guidance materials

• Delayed by DHHS
• New date is July 2018
• Slight possibility of 

further revisions/delay2017

January 
2018



Key Changes Affecting KSU

Significant revisions to exempt/level I 
research

8 categories of exempt research
• 3 New
• 4 Revised
• 1 eliminated
• 1 unchanged

Discontinuing requirement for continuing 
review of expedited/level II studies

Currently phasing out 
• No longer stamping consent forms
• Not assigning expiration dates
• Closing studies

IRB can require CR on a project-by-project 
basis

• Funders may require CR
• FDA regulated research requires CR
• Other reasons (adverse events, change in risk)



More Research can be Reviewed as Exempt

Benign interventions 
brief, painless, harmless procedures that are not physically invasive or offensive (examples – cognitive 
tasks, online game, safe stimuli)

Deception 
if the subject is prospectively informed that they will be deceived- debriefing is still required

Audio and visual recording 
interviews, observation of public behavior, and benign interventions



More Research can be Reviewed as Exempt

Applicability of subparts
prisoners- can be included in exempt research, but only if they are incidentally included as part of a broad 
population
children- unchanged, no benign interventions
pregnant Women- can be exempt under any category

Limited Review 
required when information is recorded in a way that identity can be obtained and disclosure could pose a risk of 
harm
a process by which the IRB ensures privacy and confidentiality are adequately protected

Some sensitive topics 
surveys, interviews, and benign interventions



Other Key Changes

Educational research 
new qualifier – it cannot adversely affect a student’s ability to learn required content

Consent
must be organized in a way that facilitates comprehension

Self determinations
determination form 
class project form
in the future, self determination piloting for some exempt studies



What will not change

• Applicability of other rules (KSU rules such as the Minors Policy, FERPA)

• Project closure criteria (HS interaction/intervention complete and data is de-identified)

• Reporting of amendments

• Reporting of adverse/unanticipated events

• Level II categories and process

• Full board review process (including CR of full board projects)



FERPA Considerations:
Use of Student Data for Research

Gail Rebeta
University Registrar

March 9, 2018



Learning Objectives

• FERPA Defined
• Key Responsibilities and Terms
• Directory Information
• Requesting Student Records Protocol
• Storing and Sharing Data



What is FERPA?

The Family Education Rights and Privacy Act
• Federal law designated to protect the privacy of education records.  

The law provides guidelines for appropriately using and releasing 
student education records.
• Students rights are broadly defined and applied.  Consider the 

student the “owner” of the information in his or her education 
record, and the institution as the “custodian” of that record.



What Rights are Covered Under FERPA?

• The right for students to inspect and review their educational 
records.

• The right for students to seek and amend incorrect educational 
records.

• The right for students to have some control over the disclosure of 
information from their educational records.



What is Your Responsibility?

• Faculty/Researchers have the responsibility to protect any educational 
records in their possession. With the exception of basic directory information, 
only a school official with legitimate educational interest may have access to 
an eligible student’s educational record without that student’s written 
permission or consent.

• Do not release personally identifiable information that can be directly related
to a student’s record. 

• Research investigators are responsible for meeting FERPA regulations, 
human subject protection requirements and University policy when accessing 
education records.



Definitions

• Education records – information (1) directly related to the student and (2) 

maintained by the university. Includes Student Financial Aid, Career, 

Disciplinary, Academic Advising, etc.

• School official – University employee (including GAs/TAs or volunteers in 

certain situations), third-party vendor performing work of the University, 

consultant, trustee.

• Legitimate Educational Interest – requires that a “school official” is 

performing a duty in the course and scope of their university employment.



Definitions (cont.)

• Personally identifiable information –
• SSN or Kent State student ID number, financial information
• Information that, alone or in combination, is linked or linkable to a specific student 

and their educational record(s).
• Genetic/Biometric information

• Eligible Student –
• At Kent State, a "student" is defined as a person who has been accepted into a 

program of study and has participated in any post-admission university sanctioned 
process to facilitate the registration of classes.

• Student who has reached 18 years of age OR is enrolled regardless of age in an 
institution of postsecondary education. Includes College Credit Plus (CCP) 
students.



KSU Directory Information

• Student's name
• Address (local, permanent)
• Kent.edu email address 
• Major field of study
• Class standing (undergraduate/graduate, 

freshman, etc.) 
• Enrollment status (full-time, part-time, not 

enrolled)  

• Field of Study (including college of 
enrollment, major, and campus)

• Dates of attendance
• Participation in officially recognized 

activities and sports
• Weight and height of members of athletic 

teams
• Degrees, institutional honors, and awards 

received at KSU



Non-Directory Information

The following are not designated as directory information:

• Race 
• Gender 
• Social security number 
• Grades 
• GPA 
• Country of citizenship 
• Religion 



Directory Opt-Out

According to FERPA, students have the right to protect their directory 
information from disclosure by notifying the university.

• Students may restrict their directory information. 
• Confidential Information        indicator appears in FlashFAST & rosters.
• Opt out lasts for the life of the student.
• Student may cancel the restriction at any time. 



Education Records for Research

• Consult with the Office of the University Registrar and Research & Sponsored 
Programs regarding consent/release requirements in order to use student educational 
records for research.

• Obtain prior approval from the Institutional Review Board for collection or use of 
student data for publication or presentation. The IRB and the University Registrar 
confer on research protocols that involve current students or their records to ensure 
that all federal regulations and KSU University policies are followed.

• Student-specific data may be provided to researchers who are conducting research 
projects approved by senior administration and the IRB. 

• Note that approval of the IRB does not imply or guarantee access to student data. 



Requesting Education Records

• Researchers who wish to request student education records must utilize the 
Student Data Request form, located on the Office of the University 
Registrar website:

http://www.kent.edu/registrar/other-requests-and-forms

• The requestor must submit a new request for each project/initiative and must not 
re-use data previously provided. Data must be destroyed or returned after study is 
complete. 

• The reply to student information requests is generally five to ten business days.

• Familiarize yourself with University Policy #5-08.101 — Operational procedures 
and regulations regarding collection, retention and dissemination of information 
about students

http://www.kent.edu/registrar/other-requests-and-forms


Obtaining Consent for Research Purposes

FERPA and IRB requirements can be met if student signs and dates written 
consent, specifying:

• The records that may be disclosed
• The purpose for which they may be disclosed
• The person or classes to whom they may be disclosed

Even if consent is provided, the student may revoke access online or in 
person at any time. 



Disclosure Without Consent

When educational records may be released without 
consent:

• Disclosure of directory information provided the student has not opted-out.
• “School officials” with legitimate educational interest.
• Student is a dependent for Federal income tax purposes. Good for one tax year only.
• Compliance with a court order or lawfully issued subpoena.
• Disclosure to organizations conducting studies on behalf of institution to improve 

instruction, or to accrediting agencies; Agency contract within scope of agreement.



Storing and Sharing Data

• Data should be stored on a secure, password protected server. Do not store on a 
personal computer or removable storage device (including USB thumb drives, 
removable hard drives, CDs, etc.)

• Data (grade rosters, individual grades, etc.) should never be sent via email or stored in 
a web service (Google Docs), that is not FERPA protected. When it is necessary to 
share student information and data, use the University FTP site or Accellion. 

• Researchers may not distribute, recycle, sell, reuse or otherwise share data with others 
unless otherwise approved at the time of request. Data must be destroyed or returned 
after study is complete. Review all data at least annually.

• With limited exceptions, a third-party which has appropriately received non-directory 
student info cannot disclose any of that info to another party.



Coming Soon…

What is GDPR?
• The General Data Protection Regulation seeks to create a harmonized data protection law framework 

across the European Union (EU) and aims to give citizens back the control of their personal data, while 
imposing strict rules on those hosting and ‘processing’ this data, anywhere in the world. 
https://www.eugdpr.org/

• Stricter controls, penalties, breach notification requirement
• Enforced May 2018
What is GLBA?
• The Gramm-Leach-Bliley Act requires financial institutions – companies that offer consumers financial 

products or services like loans, financial or investment advice, or insurance – to explain their information-
sharing practices to their customers and to safeguard sensitive data.

Beyond Compliance - FERPA Basics 
• Overview of the FERPA Law
• March Release

https://www.eugdpr.org/


FERPA Contacts

Office of the University Registrar, Gail Rebeta 
• grebeta@kent.edu or registrar@kent.edu
• 330-672-3131, Option #2
• 122 Schwartz Building

Office of General Counsel
• 330-672-2982
• legal@kent.edu

mailto:grebeta@kent.edu
mailto:registrar@kent.edu
mailto:legal@kent.edu


Office of Compliance, Equal Opportunity & 
Affirmative Action

Title IX 
Division of Human Resources

Bonita Prewitt
Gender Equity Compliance Officer/Title IX Coordinator



What is Title IX/VAWA?

• Federal Law
• Title IX of the Education Amendments of 1972 – Enforced by DOE 

• Prohibits discrimination 
• based on sex 
• in schools and colleges receiving federal funds

• VAWA-Requires universities to report annually
• Sexual Assault
• Intimate Partner Violence
• Stalking



Kent State University Policy 5-16.2

• Administrative policy regarding complaints of unlawful 
gender discrimination, gender/sexual harassment, 
sexual misconduct, stalking and intimate partner 
violence

• Employees of Kent State University are mandated 
reporters



Kent State University 
Employee Reporting Responsibility

• Kent State University Policy 5-16.2 (C)(7)(d)

• All employees of the university are required to report all 

instances of gender/sexual harassment, sexual misconduct, 

stalking and intimate partner violence to the Title IX 

Coordinator or a Deputy Title IX Coordinator.

• Exclusions of those working in these capacities:

• Licensed Psychologists

• Licensed Psychiatrists 

• Clergy



Exception to Title IX Reporting
What does this mean to you as an employee 

• Title IX Reporting Exception for Research
• What does it mean for your research
• Your reporting responsibility
• Title IX Training
• Beyond Compliance hours



Contact information

Office of Compliance, Equal Opportunity & Affirmative Action
Title IX
• 635 Loop Road
• Heer Hall
• aa_eeo@kent.edu
• 330-672-2038
• https://www.kent.edu/sss

mailto:aa_eeo@kent.edu
https://www.kent.edu/sss


IS Security Service Offerings
Office of Security and Access Management

Division of Information Services



Agenda

• Policy and Compliance
• Security Monitoring
• Vulnerability Scanning
• Access Provisioning & Guest Account Services
• Security Awareness



Policy and Compliance
Brendan Walsh, Manager of Security and Access Mgmt



Policy and Compliance

• University and Administrative Policies for Technologies
• Chapter 9 of the University Policy Register

• Additional information published at http://security.kent.edu

• Compliance Assistance
• FERPA

• HIPAA

• Payment Card Industry Data Security Standards (PCI-DSS)

• Controlled Unclassified Information (NIST 800-171)

• European Union General Data Protection Regulation (GDPR)



Policy and Compliance

• Services
• Policy Guidance
• Data Security Consultations
• System Design and Architecture
• Vendor Security Questionnaire – for cloud and externally hosted partnerships

• How to Request
• Work with the Federated Support Team
• Try the Service Catalog: http://support.kent.edu
• Contact the Security Office: security@kent.edu, 330-672-5566

mailto:security@kent.edu


Questions?



Security Monitoring 
Thomas Schindler, Lead IT Security Engineer



Security Monitoring Overview

• Splunk
• Managed Security Service Provider - Binary Defense
• Border and Datacenter Firewall
• External Sources



Splunk - Monitoring

• Monitoring account activity
• System Logs
• Blackboard



Binary Defense - Monitoring

• Security operations center
• Monitoring of SIEM 
• Network traffic
• Logs from servers



Firewalls - Monitoring

• FortiAnalyzer - Reports / Alerts
• Palo Alto - Reports / Alerts



External Resource - Monitoring

• Infragard
• MS-ISAC
• REN-ISAC



Thank you



Vulnerability Scanning
Sean Barbour, Sr. IT Security Analyst

Lloyd Park, Sr. Network Design Engineer



Types of Vulnerability Scans

1. Nessus: Network Vulnerability Scans
2. Cenzic: Web Application Scans
3. IdentityFinder: Personally Identifiable Information (PII)



Nessus: Network Vulnerability Scanning

• Scan computer systems for:
• Missing patches
• Misconfigurations
• Other vulnerabilities

• Different methods of scanning:
• Credentialed Scans 
• Un-Credentialed Scans (External)

• Provides basic report of findings
• Suggests solutions for findings



Benefits of Network Scanning

• First step to prevent easily exploitable vulnerabilities
• Discover missing patches for 3rd party apps
• Help prevent successful attacks that could

• Allow research data to be stolen
• protect intellectual property
• Access to the system

• Help harden your servers



Requesting Scans

• Request scans through your local support 
• Information we would need:

• Network address of server(s)
• Server type
• Type of scan 

• Scans are scheduled
• Can run during the day or in the evening

• Results given to local support and reviewed
• Re-scans are scheduled and new reports given to local support



Cenzic: Web Application Scanning

• Detection of over 128 categories of vulnerabilities 
• Behavioral scanning

• Auto detects links and follows
• Auto detects fillable forms and fills them out

• Logs into the web application
• Scanning:

• Prefer to run on development systems
• Can uses credentials when provided



Benefits of Web App Scanning

• Detailed reports of findings 
• Rates discovered risks
• Solutions to correct discovered vulnerabilities

• Low rate of false positives
• Behavioral instead of just strings of code

• Prevent successful attacks that could
• Allow research data to be stolen
• Access to the system
• Bring your site down
• Defacement

• Learn new ways that hackers try to get your data



Requesting Web App Scans

• Requests are made at support.kent.edu
• Work through local support

• We will need some information for the scans:
• URL to site
• If the site requires authentication
• If the site uses a database
• What language(s) were used (i.e. ASPX, Java, etc)

• Need to know when the scan can be started



Identity Finder: PII Discovery

• Scan computer for sensitive data
• Social Security Numbers
• Credit Card Data
• DoB

• Scans:
• Local Computer Drives
• Databases
• File shares

• Runs on local system
• Plays nice with system resources



Identity Finder Scans

• Scans several different file types:
• Office documents
• PDFs
• Text

• Does not divulge contents
• Scans can be started manually or scheduled



Benefits of PII Discovery Scans

• Reportable locations with sensitive data
• Find data that was copied to multiple places and forgotten

• Help meet research clause requirements for removal of PII data
• Help meet other industry standards for protecting sensitive data

• Securely delete files no loner needed*
• Protecting student, faculty, and staff identities from ID theft



Requesting Scans

• Requests are made at support.kent.edu
• Recommended to work through local support 

• Information we would need:
• Computer name
• Type of data looking for 
• When scans can be started

• Software would need to be installed
• Does not require a reboot
• Scans can be manually started

• We review findings with you/requestor



Questions



Access Provisioning & Guest 
Account Services

Nikki Brooks, Associate IT Security Analyst
Zach Oshinsky, Associate IT Security Analyst



Access Provisioning

• Onboarding Process
• Confidentiality Form
• Access Requested

• Security Administrator
• Data Steward
• System Owner
• Approval Process

• Provisioning Process
• Access Modifications
• Access Removal 



System Access

• Banner
• ApplicationXtender
• COGNOS
• VPN
• Active Directory Groups
• FTP
• FAMIS
• Wireless Account

• Regional Security Reporting
• Outlook/Gmail
• OneDrive
• Webtailor
• Amazon Web Service
• CRIS Admin
• KSUAdvising
• CollegeNET



Account Types

• Active Student
• Alumni
• Staff
• Full/Part Time Faculty
• Student Workers
• Guest Accounts



Guest Accounts Services

What
• Student Accounts
• Guest Accounts
• Senior Guest Accounts
• Temporary Assignments
• Contractual Accounts
• Graduate Assistance (GA/TA)

Benefits
• Provision of System Access
• Removal of System Access
• Network Access
• Collaboration
• Separation of Roles



Self-Service Application Demonstration

apps.kent.edu/selfservice





Security Awareness 
Kimberly Price, Lead IT Security Engineer

Matthew Boehlke, Associate IT Security Analyst



Security Awareness

• Phishing
• Identity Protection
• Security Training
• October Cyber Security Awareness Month
• Security Presentations



Phishing

• Report suspicious emails to 
Phish@kent.edu

• All emails in Phish inbox are 
reviewed and analyzed

• Copies of Phish emails are posted 
to SecureIt.kent.edu

mailto:Phish@kent.edu


Identity Protection

• Compromised Account Remediation
• Email checks
• Password resets
• Security Questions

• Security Consulting



Online Security Awareness Training

• Provides online tutorials for students, faculty, and staff.
• Courses include topics such as:

• Identity Protection
• Password Management
• Phishing
• Social Media Safety



Escape rooms

• Scenario is set of impending doom that 
can be thwarted by solving a series of 
unique puzzles.

• Each puzzle is designed around a 
particular common security best practice 
giving the participants the ability to 
exploit it and escape in a 60-minute time 
frame. 

• It’s a unique way to learn and have fun 
while doing a team building exercise that 
teaches security topics.



Cyber Security Awareness Month

• National campaign to raise awareness about the importance of cyber 
security.

• Security’s participation activities include:
• Phishing pond
• Informational material
• Presentations
• Posters
• Tweets



Security Presentations

• We provide in-person training on cyber security topics at a 
department's request.

• Current presentations:
• A Day In The Life
• Digital Footprint

• Provide materials useful both for work and home life.



Questions?



Contact Information

• Security Policies: https://security.kent.edu
• Security Awareness: https://secureIT.kent.edu
• Service Catalog: https://support.kent.edu
• Phone: 330-672-5566
• Email: security@kent.edu
• Report Phishing Email: phish@kent.edu

https://security.kent.edu/
https://secureit.kent.edu/
https://support.kent.edu/
mailto:security@kent.edu
mailto:phish@kent.edu


Intellectual Property
Steve Roberts

Karen MacDonald



Office of Technology Commercialization

The Office of Technology Commercialization 
assists in protecting, marketing and licensing 
university inventions with commercialization 
potential.

Stephen Roberts, MBA
Director, Technology Commercialization and Research Finance
207Y Schwartz Center
330-672-6323
srober55@kent.edu

mailto:srober55@kent.edu


Office of Technology Commercialization

Kent Displays was founded in 1993 by Professor Bill 
Doane of the Liquid Crystal Institute at Kent State 
University and William Manning of Manning and 
Napier, Rochester New York.



Office of Technology Commercialization

• Assess for commercialization potential
• License the technology
• Create start-up company
• Support commercial viability research

• Assist with Intellectual Property (IP) protection
• Market Assessment
• Licensing 
• Commercialization
• Non-disclosure agreements (NDA)
• Material transfer agreements (MTA)
• Support KSU Patent Review Board

For more information:
http://www.kent.edu/research/commercialize
-your-technology

http://www.kent.edu/research/commercialize-your-technology


KSU Patent Policy (Policy 10-06)

The purposes of the KSU patent policy:
• To promote the progress of the arts and sciences through research and scholarship 

and the professional development of the university's faculty, students, and staff;
• To make inventions resulting from the efforts of university faculty, students, and staff 

available to business and industry, as well as the general public after applying 
section 3345.14 of the Revised Code;

• To obtain revenue for the university for use in furthering its educational and research 
goals;

• To provide appropriate compensation in accordance with the university policy on 
distribution of license and royalty income, for university faculty, students, and staff who 
invent. 

http://codes.ohio.gov/orc/3345.14


Royalty Distribution Policy

Licensing Income
< $100,000

Inventor RASP Inventor’s 
Academic Unit

KSU
General Fund

Gross up to $100k 40% 30% 15% 15%
Licensing Income 
> $100,000

Inventor RASP Inventor’s 
Academic Unit

KSU 
General Fund

Net* over $100k
(*Gross, 
less licensing and 
marketing expenses)

40% 30% 15% 15%



Research & Sponsored Programs

Douglas Kubinski, JD
Associate Counsel for Research
Office of General Counsel
202G Schwartz Center
330-672-2982
dkubinsk@kent.edu

mailto:dkubinsk@kent.edu


Basis for Patent Protection in the U.S.

US Constitution, Article 1, Section 8

“Congress shall have the power . . . to promote the 
progress of science and useful arts, by securing for 
limited times to authors and inventors the exclusive right 
to their respective writings and discoveries.” 



Patent Act  (Title 35 US Code)

Established the US Patent & Trademark Office

To obtain protection under U.S. law, an applicant must submit 
a patent application to the USPTO, where it will be reviewed 
by an examiner to determine if the invention is patentable.



Patent Protection: What It Is / Is NOT

What it is
• A limited period, government granted, 
“negative right”
• Legal monopoly, for a limited duration, in 

exchange for disclosure to the public

What it is NOT
• A grant of any right to make, use or sell an 

invention



Three Types of US Patents

Utility Patent
• Process 

• Steps for making a new chemical or a new business method

• Machine  
• Man-made apparatus with moving parts (engine, camera)

• Article of Manufacture
• Man-made apparatus without moving parts (carpet)

• Composition of Matter
• Chemical compositions, mixtures of substances (adhesives)

Plant Patent
• Distinct and new variety of asexually 

propagated plant

Design Patent
• Ornamental appearance of an article 

of manufacture  



What Can Be Patented?

Invention must be
• Novel: not previously known or used by others

• Useful: have a known use or produce a concrete and tangible 
result

• Non-obvious: not obvious to a person having ordinary skill in the 
art  

Invention can not be
• Anything not useful and operative
• Laws of nature, physical phenomena, abstract ideas
• The idea of a process, machine or manufacture 

No Prior Art

Commercial 

Market



Research Publications & Patents

“NOVELTY; PRIOR ART. - A person shall be entitled to a patent unless the 
claimed invention was patented, described in a printed publication, or in pubic use, 
on sale or otherwise available to the public before the effective filing date of the 
claimed invention . . .”

35 U.S.C. 102(a)(a) (emphasis added)

Exception in the US: Disclosures made by the inventor or a joint inventor 1-year or 
less before the invention is filed for protection.

WARNING:  Many international jurisdictions, including Europe, Japan, and China, 
to not recognize the grace period -

PUBLICATION = PRIOR ART 



Office of Technology Commercialization

When should your invention be protected 
by a patent?
A. Prior to publication
B. Prior to seeking a grant
C. Prior to collaboration with industry



KSU Process for Patent Application and 
Commercialization Support

1. Submit Invention Disclosure Form (IDF)
http://www.kent.edu/research/commercialize-your-technology

2. File provisional application with USPTO
3. Publication
4. Evaluation by KSU Patent Review Board
5. Market Assessment
6. File application under Patent Cooperation Treaty 

(PCT)
7. Licensing
8. File non-provisional application with USPTO for 

utility patent

http://www.kent.edu/research/commercialize-your-technology


Office of Technology Commercialization

You are developing a new technology.  You’ve 
had some success in the lab with promising 
results.  You are attending an Industry 
Conference next month and you have been asked 
to discuss your research in a panel presentation.

Should you file an Invention Disclosure Form 
(IDF)?
• Yes
• No



University Libraries

Karen MacDonald, MBA, MLIS
Assistant Professor 
Business & Entrepreneurship Outreach Librarian
161 University Libraries
330-672-1683
kmacdon4@kent.edu



Prior Art

Prior art is any evidence that your invention is already known. Prior art consists of all 
information that has been disclosed to the public in any form about an invention and 
which could call into question an inventor's claims that his or her invention is wholly 
original.  Prior art does not need to exist physically or be commercially available.  It is 
enough that someone, somewhere, sometime previously has described or shown or 
made something that contains a use of technology that is very similar to your invention. 
Prior art includes things like any patents related to your invention, any published articles 
about your invention, and any public demonstrations. Prior art could disqualify your 
application for a patent, and can be used to contest the validity of a patent.

https://www.thoughtco.com/how-to-get-us-patent-for-an-idea-1991208


Prior Art

• Foreign patents and patent applications
• Scientific and technical databases
• Scientific and technical journals
• Scientific posters & presentations
• Handbooks, manuals and guides
• Technical reports
• Trade catalogs and magazines
• Company publications



Resources for Prior Art Search

Free Patent Search Tools on the Web
Free Patents Online 
Google Patents
Patent Lens
Patentdocs

Science Databases
Web of Science
Derwent Innovations Index
SciFinder Web Version
IEEE / IET Electronic Library
ACM Digital Library

Business & News Databases
Business Source Complete
Entrepreneurial Studies Source
EconLit
LexisNexis Academic
Factiva
Regional News Source

US Government Assistance
US Patent & Trademark Office
General Information Regarding Patents
Patents for Inventors
Inventors Assistance Center
US Patent & Trademark Resource Centers

For more information:
http://libguides.library.kent.edu/Business_outreach/patent_searching

http://libguides.library.kent.edu/Business_outreach/patent_searching


Commercial Feasibility

• Who needs it?
• Who would buy it? 
• Why would they spend money on it?
• What need does it satisfy?

Or, what problem does it solve?
• What other companies make products like it? 



Questions

Stephen Roberts, MBA
Director, Technology Commercialization and Research Finance
207Y Schwartz Center
330-672-6323
srober55@kent.edu

Douglas Kubinski, JD
Associate Counsel for Research
Office of General Counsel
202G Schwartz Center
330-672-2982
dkubinsk@kent.edu

Karen MacDonald, MBA, MLIS
Assistant Professor 
Business & Entrepreneurship Outreach Librarian
161 University Libraries
330-672-1683
kmacdon4@kent.edu

mailto:srober55@kent.edu
mailto:dkubinsk@kent.edu


Where to find us

• Federated Support Team
• Online Service Catalog

• http://support.kent.edu/ (Service & Support à Technology for Faculty Research)

• Research Colloquia Site
• https://www.kent.edu/is/2018KSRC

• Contact me directly
• Brendan Walsh
• bmwalsh@kent.edu

http://support.kent.edu/
https://www.kent.edu/is/2018KSRC
mailto:bmwalsh@kent.edu


Questions/Comments?


